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IRAQ WAR: MILITARY STRATEGY


RETREATING Iraqi troops presenting little resistance to advancing American forces have raised the possibility that they might be laying a trap for their adversaries. Follow us into Baghdad and face certain doom seems to be the Iraqi strategy. Street battles and urban warfare would cause heavy civilian casualties, which the American public might not be able to stomach. Public opinion turning against the war could cause US leaders to panic and pull out.


That, at least, seems to be Iraqi President Saddam Hussein's game plan, and analysts said he could even use his trump card - biological and chemical weapons - as a last resort. But few expect him to go down without a bloody fight to the end. As the noose tightens around Baghdad - with the troops just a few kilometers away, within sight of the city, the Iraqi regime will use guerilla tactics, human shields, coax civilians to resist and encourage suicide attacks, all to try to raise the casualty toll.
This analysis is based on past experience.

On the eve of the 1991 Gulf War, according to Reuters, Mr Saddam had told the US deputy chief of mission in Baghdad, Mr Joseph Wilson: 'Yours is a society that can't take 10,000 casualties.' It's highly likely that his thinking has not changed much since then. 

Israel-based terrorism expert Reuven Paz told The Straits Times that the Iraqi regime, well-aware of the Western sensitivity to body bags, will use the combination of terrorism and guerilla warfare to win support. 

Security expert William Hopkinson of the Royal Institute of International Affairs in London added: 'Getting to Baghdad is easy, but Saddam's men will unleash urban warfare - this is difficult, bloody and the expertise of the West in this doctrine has not been good. 'The options for the coalition forces will be limited.' One alternative would be for US forces to besiege the city, surrounding it, cutting it off and sitting and waiting for Mr Saddam's forces to give in. But this could lead to an unprecedented humanitarian crisis with children and women dying. Keeping casualties low has been a top combat priority for the US since the Vietnam War three decades ago took a toll of 58,000 American soldiers. The debacle in the 1992 battle of Mogadishu, Somalia, where hundreds of defenders fired rocket-propelled grenades and automatic weapons that downed two helicopters and killed 18 army rangers has also not been forgotten. 


Former Clinton administration official Sarah Sewall, programme director of the Carr Centre for Human Rights Policy at Harvard's Kennedy School of Government, said much will depend on the way the public perceives the war to be going. 'In Vietnam, the war was getting nowhere, but right now there is no question that the US will achieve victory in Baghdad. The issue is at what cost – and this will decide if it really is a victory.'

	By Yossi Melman,
Ha`aretz, Israel,
4 December 2002
Kenyan paper: Mombasa terrorists were Iraqi

Kenyan security forces were warned four times in the past eight months of possible terror attacks in the country, and had information on the Iraqi terrorists responsible for the deadly attack in which 15 people were killed, among them three Israelis, the Kenyan newspaper Daily Nation reported Tuesday. 

According to the report, Kenyan security forces knew that terrorists were planning to carry out the attack in a coastal area and that a bomb had been smuggled into the country. The security forces even knew the name of the organization affiliated with Osama bin Laden and received names and photos of two Iraqi terrorists who were planning to enter Kenya through Somalia to carry out the attack. 

The warnings were sent in March 2002 to senior military officials, the police and intelligence organizations, the report said. Israel Radio reported Tuesday that the Kenyan Interior Minister denied that Kenya received early terror warnings. 

The paper quoted sources as saying that the first warning was received on March 11 and referred to the Al-Ittihad al-Islami organization, affiliated with Al Qaida, that was planning to attack western targets in Kenya. 

The second warning was received the following day, and said that six explosives experts had left Somalia on their way to Kenya, in order to attack U.S., British and German targets on the Kenyan coast. 

The third warning was received on March 27, and said that two terrorists were on their way to Kenya through Somalia. The fourth and last warning was received the following day and said that the two terrorists were on their way to Kenya. Authorities had details and photos of the two, believed to have been responsible for the deadly terror attack last Thursday. 

Israel had information of possible Qaida attack in Africa 

Intelligence services in Israel had prior information suggesting that al Qaida intended to carry out a terrorist attack in Africa, with Mombasa as one of the possible sites, but no details that Israelis would be targeted. 

Brig. Gen. Yossi Kupperwasser, head of the military intelligence research division, told the Knesset Foreign Affairs and Defense Committee on Monday that Israel did not have specific information - like Germany and Australia did - that attacks were being planned in Mombasa, Kenya, Knesset spokesman Giora Pordes said Tuesday. 

Germany and Australia put out advisories in mid-November warning their citizens against visiting Mombasa, based on intelligence they had that terror groups were planning attacks on Western targets in the Kenyan port city. 

Asked by a legislator whether Israel had similar information, Pordes quoted Kupperwasser as saying: "No, there was no concrete and exact information. There was general information, but not regarding Israeli targets, rather on the attempt to carry out an attack in Kenya. Israel was never mentioned." 

Three Israelis were among the 15 people killed in the suicide bomb attack on the Paradise Hotel in Mombasa. Only moments before the hotel blast, shoulder-launched Strella missiles were fired at an Arkia passenger plane taking off from Mombasa. The missiles narrowly missed the passenger-filled plane. 

U.S. official: Missile launcher linked to attack in Saudi Arabia 

The missile launcher used in the failed attack on the Arkia plane has been linked to a launcher used in an attempt to shoot down a U.S. military plane in Saudi Arabia earlier this year in an action blamed on al Qaeda, a U.S. official said on Monday. 

"Essentially, the serial number found in the Prince Sultan Air base attack last May is close in sequence to that used in Kenya, suggesting it came from the same batch," said the official who spoke on condition of anonymity. 

The burnt-out launcher of a Soviet-made anti-aircraft missile found in May just outside Prince Sultan air base near Riyadh was linked to al Qaida, the official told Reuters, adding that there was increasing reason to believe al Qaida was involved in last week`s dual attacks in Kenya. 

Al Qaida statement on Internet claims Mombassa attacks 

A purported al Qaida statement posted on the Internet on Monday claimed that the Islamic group had carried out last Thursday`s twin attacks on the Paradise hotel and Arkia airliner in Kenya. Internet analysts said that the statement includes phrases, terms and nicknames that have characterized other remarks made by the group. The statement surfaced on www.arabforum.net, and was signed by the "Political Office of Qaida al-Jihad." 

Reuven Paz, who researches Islamic fundamentalism, told Ha`aretz that the "political office" has been mentioned since April on Internet sites associated with al Qaida and bin Laden`s supporters. According to Paz, the site is operated out of Qatar. Other such sites that had publicized material from bin Laden`s "political office," such as ones in Saudi Arabia, Malaysia and Pakistan have fallen, apparently hacked by the CIA or other espionage organizations. 

According to Paz, the site is considered one of the main forums for bin Laden followers, and the person who wrote the statement is proficient in the dialect of Arabic spoken in Saudi Arabia. 

The statement said that that purpose of the attacks in Mombassa, in which three Israelis and ten other people were killed, was to, "destroy the dreams of the Judeo-Crusader alliance, which wants to preserve their strategic interests in the region. This operation was intended to strike another blow against the Israeli establishment, like the one in the past at the synagogue at Jerba." The statement went on to say that another goal of the attack was to destroy the myth that that Mossad can reach anyone anywhere. 

The statement said that the attacks came as a response to, "the conquering of our holy places," and the Israeli killing and destruction in the territories. "We will kill your children for the killing of ours, your women for our women, your elderly for our elderly, your castles for our houses," it said. 

Paz and other experts stress that this is indeed al Qaida language and it is similar to at least three or four previous Internet statements. However, they added that it was hard to determine with full certainty if indeed it is an authentic bin Laden statement, if he is alive, or whether it was published by someone posing as him or trying to continue his legacy, or even an imposter.


	




The Web as al-Qaida's safety net

Sites: Routed in Afghanistan, the terror network is increasingly relying on the Internet - and its anonymity - to promote its message.



By Scott Shane

The Baltimore Sun

Originally published Mar 28, 2003 

With the world focused on the war in Iraq, it is easy to forget about al-Qaida. But al-Qaida has not forgotten about the war. Even before the first U.S. missiles hit Baghdad, the terrorist network and its sympathizers were posting calls for vengeance on Web sites that have taken the anti-American jihad into cyberspace.


"The main way al-Qaida recruits new members now is the Web," says Rita Katz, director of the SITE Institute, a nonprofit group in Washington that tracks terror-related Web sites. "They're taking huge advantage of the situation. The war in Iraq is the best they could wish for in terms of recruitment."

In recent days the elaborate Web sites have added angry rhetoric about the war and photos of bloody Iraqi bombing victims to their usual fare: audio of Osama bin Laden's pronouncements, slick propaganda videos and even chemical weapons cookbooks. 

Radical Islamist views are a staple of dozens of Web sites, but experts say only a few appear to have direct ties to al-Qaida. Those Arabic-language sites carry inside scoops: reports of skirmishes in Afghanistan, fatwas (religious decrees) by radical clerics and reports on prisoners held by the U.S. military at Guantanamo Bay, Cuba.


"After they lost their freedom of action in Afghanistan, this is their best way to get their message out," says Reuven Paz, director of the Israel-based Project for the Research of Islamist Movements. "In my view, al-Qaida has become a virtual organization."


As U.S. authorities arrest key al-Qaida leaders - often caught with laptops jammed with plans and e-mails - the Web permits the network and its ideology to survive, Paz says. "They try to spread the message so that others will carry on the jihad without any headquarters or orders from bin Laden," he says. He notes terrorist attacks in Bali and Tunisia that may have been carried out by al-Qaida backers without orders from bin Laden or other leaders.


In recent months, key al-Qaida Web sites have played cat-and-mouse with the FBI and Web-hosting companies. They appear on the Internet in one spot, are discovered and removed, then pop up somewhere else. The unknown webmasters of al-Neda, or the Call, have given up on finding an Internet company to host their calls for jihad, an Arabic term meaning "struggle" that is frequently used in the sense of "holy war." Instead, al-Neda's originators have hacked into computers that host unrelated sites and illegally inserted their files.


The covert Web addresses are then posted on other Islamic sites or can be found using Arabic-language search engines. Al-Neda, which has been on the Web for about two years, displays on its home page what SITE's Katz describes as "al-Qaida's logo," a rifle-toting horseman and the Arabic slogan, "No honor except for jihad."


In July, Jon Messner, an adult Web site operator in Ocean City, grabbed the right to use the alneda.com domain name when the jihad site's owners, then operating from a server in Malaysia, briefly let their registration lapse. Now visitors to that address are greeted by an American eagle and the slogan "Hacked, Tracked and now owned by the U.S.A."

But al-Neda stayed alive. First, its operators hacked into a mountain-biking site and hid their files there. When they were discovered, they switched to the site of a Dutch soccer team. This year, they infiltrated the site of a graduate student at Portland State University in Oregon. All three hacked sites are on the servers of Liquid Web, based in Lansing, Mich.

Jack Flintz, the company's security administrator, says he discovered al-Neda lurking amid the personal pages of graduate student Conrado Salas Cano on Feb. 25.

Flintz says he reported the intrusion to the FBI's Detroit office, where Special Agent Dean Kinsman asked him to leave al-Neda running so agents could monitor its content and visitors. Liquid Web removed the pages last week, and for a few hours anyone who visited the address was redirected to the FBI's Most Wanted page. Whose trick that is unknown: Kinsman declined to comment, and Cano only confirmed by e-mail that his site experienced "an unauthorized hacking."


Flintz acknowledges that jihad hackers have been "an ongoing issue" but says the company is in a difficult position. Liquid Web host roughly 10,000 sites, making it hard to monitor the English pages, let alone those in other languages.


An FBI spokesman says the bureau does not disable Internet sites backing terrorism but does inform the hosting company of the material. "We've done this for years with child pornography," says Special Agent John Iannarelli at FBI headquarters in Washington. "Generally we get excellent cooperation." Iannarelli says the First Amendment protects Web sites that criticize U.S. policy, and the FBI is "not interested in quashing free speech." "However, if you cross the line, calling for attacks on the U.S. or offering information on terrorist methods, that could be illegal," he says.

The federal indictment last month of Sami Omar al-Hussayen, an Idaho computer science student originally from Saudi Arabia, accused al-Hussayen of maintaining Web sites that "accommodated materials that advocated violence against the United States." But he was criminally charged with visa fraud, not with a crime related to the Web activity.

Some Web watchers, including Katz, believe the U.S. government may be using the Internet jihad to spy. They speculate that Jihad Unspun, an English-language site that appears to promote terror, may be a CIA creation, designed to find out who visits or orders videos glorifying bin Laden.

A lengthy notice on Jihad Unspun denies the allegations, saying the site is "a labor of love for Allah." Bruce Kennedy, identified on the site as editor in chief, said by e-mail that Jihad Unspun's operators "are not doing any interviews with American press at this time." A CIA spokesman denied the site has any connection to the agency.


Experts say the jihad Web sites have proliferated with little attention from the American public because most are in Arabic. But they are widely read by young male Web surfers in Muslim countries, the ideal demographic for al-Qaida recruits. And while some content comes from al-Jazeera television and other legitimate sources, it is often juxtaposed with explicit appeals for terror.


"You can download a manual on how to make [the deadly poison] ricin next to a bin Laden video saying how great it is to be a martyr," says Josh Devon, an analyst at the SITE Institute, whose name stands for Search for International Terrorist Entities. "There are young men without jobs sitting in cyber cafes from the Mideast to Pakistan looking at this stuff all day."

One popular posting on several sites is a Shockwave video credited to www.azzam.com, a now-closed radical Web site named for the late Abdullah Azzam, a Palestinian who became bin Laden's mentor in Afghanistan in the 1980s. Titled "The Forgotten Ones" and available in Arabic or English, it offers a high-tech slide show alternating photographs of suspected terrorists held at Camp X-Ray at Guantanamo Bay with grim shots of their barbed-wire enclosures and rifle-toting American guards. Music plays and prayers are chanted in the background.


The video gives the names and countries of dozens of prisoners never publicly identified by the U.S. government - suggesting inside knowledge from al-Qaida, Devon says. 

Jonathan Schanzer, a research fellow at the Washington Institute for Near East Policy, says he doubts exposure to the Web sites will turn anyone into a terrorist. "This is an elective medium - you choose to go to these sites. It's not like state-run media," he says. "But the Web is a reinforcer."

Similarly, Charles Lipson, a political scientist at the University of Chicago, says repeated visits to al-Qaida Web sites are not the equivalent of a stint in a terrorist training camp, where control over a trainee's life is total. But he says the Internet jihad certainly has the power to influence the real terrorist jihad. "There's a worldwide battle of ideas," Lipson says. "And now the low cost of creating Web sites means any group, no matter how radical or violent, can reach the world."
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Höllenfahrt ins Paradies

Mit frommen Heilsversprechen formten Hamas-Fundamentalisten den Palästinenser Saïd Hutari zum Selbstmordattentäter. Nach Israels jüngstem Schlag gegen die Islamisten wollen Freiwillige den Tod ihrer Führer auf gleiche Weise rächen. 

Das Letzte, das der Taxifahrer Mahmud Nahdi von seinem Fahrgast sah, war der Moment, in dem sich dieser unter die Jugendlichen am Strand von Tel Aviv mischte. Ein viel zu weites Hemd hing lose um seinen schmalen Körper, bloß um die Hüften schien er etwas Schweres, Sperriges zu tragen. 

Schon unterwegs war ihm die verdächtige Ausbuchtung unter der Kleidung des jungen Mannes aufgefallen. Doch Nahdi schwieg lieber, zumal an diesem Abend seine siebenjährige Tochter neben ihm saß. Nach kurzem Halt, so berichtete Nahdi später vor Gericht, sei er weitergefahren. Fünf Minuten später habe er den Explosionsknall gehört. 

Eine infernalische Bombe, bei der Schrauben und Metallkugeln die Wirkung des Sprengstoffs verstärkten, zerriss in der Nacht des 1. Juni 21 israelische Jugendliche. Der palästinensische Selbstmordattentäter, der die tödliche Ladung um seinen Körper geschnallt hatte, war Nahdis Fahrgast. 

"Wie kann man so etwas tun?", fragt Faik Kulijew, 18. "Wer das macht, ist doch kein Mensch mehr." Der junge Einwanderer aus Aserbaidschan ist einer von 120 Verletzten, die den Terroranschlag überlebten und nun mühsam genesen. 

Faik hatte sich mit einem Freund gerade in die Warteschlange vor der beliebten Stranddisco beim Delfinarium gestellt, als plötzlich ein Feuerball auf ihn zuraste. "Ich brannte überall. Als ich meine Kleider herunterreißen wollte, sah ich, dass in meiner Hand ein Loch war." 

Nach zwei Operationen ist Faik einigermaßen wiederhergestellt, doch in seinem rechten, von Brandwunden entstellten Arm stecken noch Metallsplitter. Seine Hand wird von Stahlschrauben zusammengehalten. 

Der Attentäter, der ihm diese Wunden zugefügt hatte, war nur drei Jahre älter gewesen, als er sich und seine Opfer umbrachte. Bis dahin hatte Saïd Hutari als Elektriker in Israel auf dem Bau gearbeitet. 

Saïd bedeutet glücklich im Arabischen. Und tatsächlich scheint der Sohn eines Maurers ein zufriedenes Kind gewesen zu sein. Alte Fotos zeigen ihn mit seinem Vater beim Kamelreiten am Toten Meer, im Garten unter einem Feigenbaum, als Jugendlichen mit Freunden bei einer Bootsfahrt. Auf allen Bildern lächelt er. 

Nur widerstrebend hat sein Vater Assan, 61, das Fotoalbum hervorgeholt. Er will nicht zu viel Privates preisgeben, das gehört sich nicht in der arabischen Gesellschaft. Sicherheitshalber hat Hutari deshalb Nachbarn zu sich in das karge Wohnzimmer im jordanischen Ruseifa gebeten. Sie sollen bezeugen können, dass er sich an den palästinensischen Ehrenkodex hält und selbst die Wahnsinnstat seines Sohnes als gerechtes Mittel im Kampf gegen Israel preist. 

Gefasst zeigt er sich als aufopferungsvoller Vater eines "Märtyrers", der sein Leben "im Widerstand" gegen die Besatzer opferte. "Ich muss stolz auf ihn sein", sagt er. Als ihm einmal Tränen in die Augen steigen, verlässt er hastig den Raum. "Saïd starb als Sohn Palästinas!", springt der Nachbar Abu Anas für ihn ein. 

Auf den Bildern an der Wand hat sich Saïds Wandlung zum Helden Palästinas bereits vollzogen. Im Fotostudio hat ein Retuscheur Saïd vor dem Jerusalemer Felsendom einmontiert, im Hintergrund reckt ein vermummter Intifada-Kämpfer die Hand, die an Stelle eines Steins ein Passfoto von Saïd umschließt. Daneben prangt ein Jugendbild seines Vaters. "Wir Väter geben unser Erbe an die Söhne weiter", sagt Hutari. 

Das Erbe eines Palästinensers ist seine Herkunft. Familie Hutari stammt aus Kalkilja nordöstlich von Tel Aviv. Im Sechstagekrieg 1967 wurde die bis dahin jordanisch regierte Stadt von der israelischen Armee erobert. Vater Assan Hutari, damals 26, arbeitete gerade in Kuweit, als die Kämpfe ausbrachen, er konnte nicht mehr zurück. So blieb er in Jordanien, wo er neun Kinder großzog und wo heute rund drei Millionen Palästinenser leben. "Die Israelis denken, alles ist vergessen, wenn wir Alten erst einmal tot sind", klagt Hutari, "doch meine Kinder wissen, wo sie herkommen!" Das Familienoberhaupt, ein schmaler, wortkarger Mann, reicht die klassische arabische Getränkefolge herum - Kaffee, Cola, Zuckertee, Limonade. Die Männer rauchen Kette, gestikulieren und schimpfen. Sie sind alt und gallig geworden, doch noch immer ist Palästina nicht befreit. Fern ihrer Heimatdörfer verfolgen sie nun schon die zweite Intifada, die bisher nur neue Repressionen, aber keine greifbaren Erfolge gebracht hat. 

Hutaris Sohn, so sehen es alle, hat mit seiner Tat das übermächtige Israel wenigstens herausgefordert. "Alle Araber sollten tun, was Saïd getan hat!", ereifert sich Nachbar Abu Anas, der für die Opfer kein Wort des Mitleids findet. So wie Saïd stehe eine "ganze Generation" junger Kämpfer bereit, "die niemals akzeptieren werden, was wir hingenommen haben". 

Er habe seine Kinder nie gelehrt, "die Israelis zu hassen", beteuert Hutari, "wohl aber, was unsere Rechte sind". Nach Kalkilja, den inzwischen palästinensisch kontrollierten Heimatort, kehrte die Familie erst vor zwei Jahren zurück. Doch schon bald wurde das Geld knapp, und Hutari reiste wieder nach Jordanien. 

Der Sohn Saïd blieb in Kalkilja zurück. "Er war glücklich dort", behauptet sein Vater. Trotz regelmäßiger Telefongespräche war ihm entgangen, dass er längst die Kontrolle über ihn verloren hatte. Denn in Kalkilja schloss sich der schüchterne Einzelgänger einer neuen Familie an - der Hamas. Die islamistische Bewegung war 1987 während der ersten Intifada im Gaza-Streifen entstanden. Angeführt von dem blinden und weitgehend gelähmten Scheich Ahmed Jassin bekämpfen die Fundamentalisten Israel mit Terroranschlägen. Die Stadt Kalkilja mit ihren 45 000 Einwohnern zählt zu den Hochburgen der Organisation. 

Saïds Cousin Abdullah, 41, der mit seiner Familie ebenfalls in Kalkilja lebt, bemerkte dessen wachsende Nähe zur Hamas. Doch er sprach ihn nie darauf an: "Ich wollte mich nicht einmischen." Ohnehin sei sein Vetter nur noch schwer zugänglich gewesen und habe immer mehr Zeit in der Moschee verbracht. Einen Job fand Saïd kaum noch, seitdem Israel die palästinensischen Arbeiter wegen der Unruhen immer häufiger aussperrte. 

Die neuen Freunde von der Hamas brachten ihn rasch in Schwierigkeiten. Im vorigen Frühjahr steckte ihn die palästinensische Polizei zwölf Tage lang ins Gefängnis. Die Ermittler Jassir Arafats wollten Informationen über die Drahtzieher eines Selbstmordanschlags erhalten, bei dem am 28. März zwei jüdische Religionsschüler getötet worden waren. Der Attentäter Fahdi al-Talah war Saïds bester Freund gewesen. 

Nach dessen Bombentod hörte Abdullah seinen Cousin sagen: "Wenn jede Familie einen Märtyrer geben würde, könnten wir uns von den Besatzern befreien." Doch der Lehrer für palästinensische Geschichte kam nicht auf die Idee, dass Saïd bereits selbst zum Äußersten entschlossen war. 

Abdullah ist einer der wenigen in Kalkilja, die es wagen, den Selbstmordanschlag öffentlich zu verurteilen: "Was erreicht man damit? Eine solche Tat macht doch keinen Sinn." Überdies seien die Opfer "vollkommen unschuldig". 

Der Großteil der bisher etwa 40 Selbstmordattentate - und etlicher mehr, die misslangen - geht auf das Konto der Hamas. Seit 1993 starben rund 200 Israelis durch die menschlichen Bomben, fast 1500 wurden verletzt und teilweise schwer verstümmelt. Nachdem die israelische Armee vergangene Woche in Nablus mit den beiden Hamas-Führern Dschamal Mansur und Dschamal Salim zwei prominente Hamas-Führer getötet hatte, gelobten Dut- 

zende weiterer Todeswilliger, sie stünden bereit für die nächsten Anschläge. 

Die Freiwilligen, die Hamas anscheinend ohne jede Mühe rekrutieren kann, ähneln fast alle Saïd: Sie sind fanatische Nationalisten, jung, allein stehend und häufig fromme Muslime. Nur in wenigen Fällen, so glauben Terrorexperten, handele es sich um klassische Selbstmordkandidaten. Was sie vor allem zu der Tat treibe, sei der psychische Druck der Organisation, die ihre Attentatskandidaten einer Gehirnwäsche unterzieht. 

Den Anführern der Hamas gelingt es, die Mord-Mission mit einer "Aura religiöser Heiligkeit" zu versehen, erklärt Reuven Paz vom israelischen Anti-Terrorismus-Institut in Herzlija. Die Killer dürfen fortan in der "Dschund Allah", der Armee Gottes dienen - Saïd bekleidete dort den Rang eines Leutnants. Hat der Bomber erst einmal den "heiligen Pakt" geschlossen, gibt es kein Zurück. "Der Kandidat ist so programmiert, dass er zu jedem beliebigen Zeitpunkt quasi über Fernsteuerung gezündet werden kann", sagt der Terror-Experte. 

Dass Selbstmord und die Tötung Unschuldiger auch nach den Regeln des Islam verboten sind, stört die Fanatiker nicht. Sie deuten die Tat als Opfer im Heiligen Krieg gegen die Feinde Allahs. Als Lohn wird den Kämpfern ein ewiges Leben im Paradies verheißen, wo angeblich Dutzende von Jungfrauen auf sie warten. 

Anders als bei der Terrorwelle Mitte der neunziger Jahre finden die Selbstmordanschläge der zweiten Intifada breite Unterstützung bei den Palästinensern. Auch Arafats Polizei, die in der Vergangenheit wiederholt gegen Hamas vorging, lässt heute die religiösen Extremisten in Ruhe. 

Ungestört konnten die Hamas-Führer deshalb Saïd Hutari bis zum Schluss kontrollieren. Mehrmals riefen sie während der Fahrt nach Tel Aviv über Handy an, um zu hören, ob alles nach Plan verlaufe. Wenige Minuten, nachdem Saïd das Taxi verlassen hatte, betätigte er den Zünder. 

Für die Überlebenden des Anschlags bleibt der Täter ein grausames Rätsel. "Ich kenne nur ein Foto aus der Zeitung, darauf sieht er aus wie ein schmächtiger Bub", sagt Nadia, 16, die einen doppelten Beinbruch erlitt und deren Lunge von Metallschrott durchschlagen wurde. In ihren Träumen stürzt sie unaufhörlich aus einem Fenster, während ihre Mutter vergebens versucht, sie zu halten. 

Saïds Angehörige warten unterdessen noch immer auf die zerfetzten Überreste seines Leichnams. Sie ahnen nicht, dass er längst in Israel bestattet wurde - auf einem geheimen Sonderfriedhof für tote Terroristen. 

ANNETTE GROßBONGARDT 

VIOLENT MOVEMENTS: Islamic Jihad builds notoriety as a new force of terrorism 

Its goals remind some experts of Al Qaeda 

Detroit Free Press

June 6, 2002 

BY CELEAN JACOBSON
ASSOCIATED PRESS 

JERUSALEM -- Small but deadly, the Palestinian extremist group Islamic Jihad, which claimed responsibility for the fiery bus bombing that killed at least 16 Israelis on Wednesday, has been behind some of the most lethal attacks against Israel since 1986. 

Islamic Jihad members have set off bombs, attacked soldiers and thrown hand grenades at praying Jews. Dozens of Israelis have died in the attacks. 

Islamic Jihad is the smaller of two violent Islamic movements in the West Bank and Gaza. The other, Hamas, runs charitable and educational programs as well as organizing attacks against Israel. Islamic Jihad concentrates on attacks. 

Experts see similarities between Islamic Jihad and Osama bin Laden's Al Qaeda terrorist network, which is accused of being behind the Sept. 11 attacks in the United States. 

The Islamic Jihad is "closer ideologically to Al Qaeda in that they see terrorism as the only way to start the fire that will ignite the struggle of the whole Muslim world against Israel," said Israeli counterterrorism expert Reuven Paz. 

Islamic Jihad has vowed to continue attacks against Israel. After Wednesday's attack, Palestinian security officials said they were under orders to arrest Islamic Jihad members. 

Based mainly in the Gaza Strip, with a stronghold in the West Bank town of Jenin, the group operates through small well-trained and well-equipped units. 

One of Islamic Jihad's top leaders was killed in fighting in the Jenin refugee camp following the Israeli military incursion there in March. The Israeli operation came in response to deadly suicide attacks on Israelis -- some of them claimed by Islamic Jihad. 

Islamic Jihad was founded in Egypt in the late 1970s by Palestinian students from the Gaza Strip and is tightly controlled by Iran, Paz said. The group receives training and funding from Iran and Syria and from Hizballah, its ally in Lebanon, he said. 

Paz said Islamic Jihad leader Ramadan Shalah, who is based in Damascus, Syria, spent many years as a political scientist in the United States. He left the United States in 1995 after being suspected of money laundering and fund-raising for Islamic Jihad, which is listed as a terrorist group by the United States and the European Union. 

Abdullah Shami, the group's leader in the Gaza Strip, is a Muslim cleric who is popular with residents of the area's impoverished cities and refugee camps. 

Like other extremist Palestinian groups, Islamic Jihad refuses to recognize Israel. Nafez Azzam, one of the group's founders, said it would accept a Palestinian nation in the West Bank and the Gaza Strip. "But in the long term, the land of Palestine" -- including Israel -- "is ours, and we will keep looking for that day when we get our land back," he said. 

In Islamic Jihad's first operation, in 1986, a grenade was thrown at a group of Jews praying at the Western Wall -- Judaism's holiest site -- in the Old City of Jerusalem. One person was killed and 69 injured. Islamic Jihad also claimed responsibility for a double suicide bombing in 1995 that killed 22 Israeli soldiers at the Beit Lid junction in Israel. 

	Terror groups hide behind Web encryption

By Jack Kelley, USA TODAY 
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AP 

U.S. officials say Osama bin Laden is posting instructions for terrorist activities on sports chat rooms, pornographic bulletin boards and other Web sites.

WASHINGTON — Hidden in the X-rated pictures on several pornographic Web sites and the posted comments on sports chat rooms may lie the encrypted blueprints of the next terrorist attack against the United States or its allies. It sounds farfetched, but U.S. officials and experts say it's the latest method of communication being used by Osama bin Laden and his associates to outfox law enforcement. Bin Laden, indicted in the bombing in 1998 of two U.S. embassies in East Africa, and others are hiding maps and photographs of terrorist targets and posting instructions for terrorist activities on sports chat rooms, pornographic bulletin boards and other Web sites, U.S. and foreign officials say.

	

	"Uncrackable encryption is allowing terrorists — Hamas, Hezbollah, al-Qaida and others — to communicate about their criminal intentions without fear of outside intrusion," FBI Director Louis Freeh said last March during closed-door testimony on terrorism before a Senate panel. "They're thwarting the efforts of law enforcement to detect, prevent and investigate illegal activities."

A terrorist's tool
Once the exclusive domain of the National Security Agency, the super-secret U.S. agency responsible for developing and cracking electronic codes, encryption has become the everyday tool of Muslim extremists in Afghanistan, Albania, Britain, Kashmir, Kosovo, the Philippines, Syria, the USA, the West Bank and Gaza and Yemen, U.S. officials say.

It's become so fundamental to the operations of these groups that bin Laden and other Muslim extremists are teaching it at their camps in Afghanistan and Sudan, they add.

"There is a tendency out there to envision a stereotypical Muslim fighter standing with an AK-47 in barren Afghanistan," says Ben Venzke, director of special intelligence projects for iDEFENSE, a cyber intelligence and risk management company based in Fairfax, Va.

"But Hamas, Hezbollah and bin Laden's groups have very sophisticated, well-educated people. Their technical equipment is good, and they have the bright, young minds to operate them," he said.

U.S. officials say bin Laden's organization, al-Qaida, uses money from Muslim sympathizers to purchase computers from stores or by mail. Bin Laden's followers download easy-to-use encryption programs from the Web, officials say, and have used the programs to help plan or carry out three of their most recent plots:

· Wadih El Hage, one of the suspects in the 1998 bombing of two U.S. embassies in East Africa, sent encrypted e-mails under various names, including "Norman" and "Abdus Sabbur," to "associates in al Qaida," according to the Oct. 25, 1998, U.S. indictment against him. Hage went on trial Monday in federal court in New York. 

· Khalil Deek, an alleged terrorist arrested in Pakistan in 1999, used encrypted computer files to plot bombings in Jordan at the turn of the millennium, U.S. officials say. Authorities found Deek's computer at his Peshawar, Pakistan, home and flew it to the National Security Agency in Fort Meade, Md. Mathematicians, using supercomputers, decoded the files, enabling the FBI to foil the plot. 

· Ramzi Yousef, the convicted mastermind of the World Trade Center bombing in 1993, used encrypted files to hide details of a plot to destroy 11 U.S. airliners. Philippines officials found the computer in Yousef's Manila apartment in 1995. U.S. officials broke the encryption and foiled the plot. Two of the files, FBI officials say, took more than a year to decrypt. 

"All the Islamists and terrorist groups are now using the Internet to spread their messages," says Reuven Paz, academic director of the Institute for Counter-Terrorism, an independent Israeli think tank.

Messages in dots
U.S. officials and militant Muslim groups say terrorists began using encryption — which scrambles data and then hides the data in existing images — about five years ago.

But the groups recently increased its use after U.S. law enforcement authorities revealed they were tapping bin Laden's satellite telephone calls from his base in Afghanistan and tracking his activities.

"It's brilliant," says Ahmed Jabril, spokesman for the militant group Hezbollah in London. "Now it's possible to send a verse from the Koran, an appeal for charity and even a call for jihad and know it will not be seen by anyone hostile to our faith, like the Americans."

Extremist groups are not only using encryption to disguise their e-mails but their voices, too, Attorney General Janet Reno told a presidential panel on terrorism last year, headed by former CIA director John Deutsch. Encryption programs also can scramble telephone conversations when the phones are plugged into a computer.

"In the future, we may tap a conversation in which the terrorist discusses the location of a bomb soon to go off, but we will be unable to prevent the terrorist act when we cannot understand the conversation," Reno said.

Here's how it works: Each image, whether a picture or a map, is created by a series of dots. Inside the dots are a string of letters and numbers that computers read to create the image. A coded message or another image can be hidden in those letters and numbers.

They're hidden using free encryption Internet programs set up by privacy advocacy groups. The programs scramble the messages or pictures into existing images. The images can only be unlocked using a "private key," or code, selected by the recipient, experts add. Otherwise, they're impossible to see or read.

"You very well could have a photograph and image with the time and information of an attack sitting on your computer, and you would never know it," Venzke says. "It will look no different than a photograph exchanged between two friends or family members."

U.S. officials concede it's difficult to intercept, let alone find, encrypted messages and images on the Internet's estimated 28 billion images and 2 billion Web sites.

Even if they find it, the encrypted message or image is impossible to read without cracking the encryption's code. A senior Defense Department mathematician says cracking a code often requires lots of time and the use of a government supercomputer.

It's no wonder the FBI wants all encryption programs to file what amounts to a "master key" with a federal authority that would allow them, with a judge's permission, to decrypt a code in a case of national security. But civil liberties groups, which offer encryption programs on the Web to further privacy, have vowed to fight it.

Officials say the Internet has become the modern version of the "dead drop," a slang term describing the location where Cold War-era spies left maps, pictures and other information.

But unlike the "dead drop," the Internet, U.S. officials say, is proving to be a much more secure way to conduct clandestine warfare.

"Who ever thought that sending encrypted streams of data across the Internet could produce a map on the other end saying 'this is where your target is' or 'here's how to kill them'?" says Paul Beaver, spokesman for Jane's Defense Weekly in London, which reports on defense and cyberterrorism issues. "And who ever thought it could be done with near perfect security? The Internet has proven to be a boon for terrorists."


Reuters: Islam Takes to The Web in The Aftermath of 9/11
	



	Click to enlarge Bin Laden’s message to the Afghans


CAIRO, September 11  (Reuters) - When Thomas from the United States wanted to know what the Muslim world had to say one year after the September 11 attacks, he turned to IslamOnline.net. 
His request was courteous, unlike some angry questions sent in the past year to the Web Site which offers online Islamic fatwas - or religious edicts - as well as news and advice to Muslims and others interested in the Islamic world.
But regardless of the questioner’s sympathies, IslamOnline aims to offer authoritative statements from scholars on Islam, reflecting differing views from various schools of thought. 
“Today we have broken relations, broken hearts, broken trusts and broken homes, broken buildings and towns...The last September 11th has made us all more sensitive to this brokenness in all of us,” Muzammil Siddiqi, a counselor for IslamOnline and a U.S.-based scholar, wrote to Thomas, who described himself only as a non-Muslim from America. 
IslamOnline was set up two years before Muslim hijackers slammed planes into the World Trade Center in New York and the Pentagon in Washington, but the attacks raised its profile as hits on the site almost tripled. 
In the aftermath of September 11, more and more people have turned to the Web for news and views from the Islamic world. 
The Internet has not only been a tool for the kind of moderate and broad-minded approach of IslamOnline, which has its editorial offices in a quiet residential area of bustling Cairo and headquarters in the Gulf Arab state of Qatar. 
Radical voices, some with apparent links to suspected September 11 mastermind Osama bin Laden and his al Qaeda network, have also turned to the Net to vent their opinions. Some analysts say they may be using the Internet to contact allies and win new followers as the war on terror continues. 
As militants lost their territorial base in Afghanistan and were squeezed out of mosques by wary Arab governments, many seem to have turned to the virtual world to pursue what some describe as an “electronic jihad,” or holy war. 
The extent of the influence of such sites is difficult to gauge, analysts say. But some point to a precedent that might worry regional governments. Ayatollah Khomeini used the modern technology of his day, audiocassettes, to send fiery sermons from abroad and help foment Iran’s 1979 Islamic revolution. 
“There is what we might call today a virtual al Qaeda,” said Reuven Paz, an Israeli who specializes in Islamist movements and keeps a close eye on radical Islamic and other Web Sites. 
After last year’s devastating U.S. military campaign against Afghanistan, bin Laden and his associates seem to have been pushed off the television screens. But their alleged messages still appear sporadically on the Net through Web Sites such as www.alneda.com or www.jehad.net, although many such sites have been blocked. 
IslamOnline itself issued a report in August saying it had obtained a letter written by bin Laden, but says the story was a straightforward journalist’s “scoop” and not because of any links to al Qaeda. 
“It is easy for youngsters now to feel that they take part in the ‘jihad’ sitting at home, without the need to go to volunteer and to go to Afghanistan, or Bosnia, or Palestine or other places,” said Paz. 
Such surfers may not be about to take up the armed struggle right away, but Paz said some might imbibe ideas that could express themselves in the long term. 
Others are more skeptical about the influence of such sites. Radical groups may not be winning more recruits through their violent language or actions because so far their campaign has only unleashed more woes for Muslims, some say. 
But the catchment area is growing fast as countries across the Middle East and Muslim world, many with youthful populations, open up to the World Wide Web. 
Analysts said the Internet, which has proved so hard for governments to censor, is an ideal channel for those with a radical Muslim agenda - many in exile - to spread their views when they have no voice on television, radio or newspapers back home. 
Diaa Rashwan, an Egyptian academic working on a book about Islam on the Web, says Islamists in Egypt no longer control mosques that used to be a key place to spread their ideas. 
“For them now, it is not a problem at all to fight through the Internet,” he said. 
He said Islamic radicals had been swifter than other political activists in the region to take advantage of modern technology, perhaps because so many appeared to have been drawn from the ranks of scientists and engineers with technical minds. 
One example is Ayman al-Zawahri; bin Laden’s right-hand man, who was a surgeon before founding Egypt's Jihad group and then joining Saudi-born bin Laden in Afghanistan. 
Zawahri was even issued an invitation via the Internet to attend a Cairo seminar by telephone or e-mail in September. But he failed to make a cyber-appearance. 
Paradoxically, the anti-Western program of extremists like Zawahri has not prevented them from turning to an electronic network with origins largely associated with universities and defense projects in their number one enemy, the United States. 
“For them, I don’t think they recognize that this technology is a Western one...They distinguish between the material development of the West and the moral and ethical development of the West,” said Rashwan, who is an analyst at Cairo’s Al Ahram Center for Strategic and Political Studies. 
As well as avoiding the censors, cyberspace may have played an important role to galvanize scattered elements who support a network like al Qaeda, however informal its structure. 
Whether or not the Web has been used to issue orders from Qaeda leaders is unclear, but analysts said alleged messages from the group - like the one issued on www.alneda.com in June purportedly from al Qaeda spokesman Sulaiman Abu Ghaith - could offer encouragement to disparate cells. Also open for debate is how to counter the influence of such views on the Web. 
Some analysts say simply blocking the web sites would not address the root causes that drive people to support such groups, including frustrations with society at home. 
But sites like IslamOnline may already be playing a role, if unintentionally, by providing a site that allows Muslims and non-Muslims, religiously conservative or avowedly secular surfers, to debate the issues. 
“You cannot fight radicalism and you should not worry about how much people listen to that radical message. All you can do is widen the scope of the mainstream so that radicalism would not become the mainstream,” said Heba Raouf, an Egyptian political scientist and a member of the group, which founded IslamOnline. 
“What we are trying to do is make a platform and bring people together, and ask people to think more,” she said.
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	Militants wire Web with links to jihad

By Jack Kelley, USA TODAY 
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Jihadunspun.net supports a holy war against the West.
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ISLAMABAD, Pakistan — One Web site urges Muslims to travel to Pakistan to "slaughter American soldiers." Another solicits donations to buy dynamite to "blow up Israeli Jews." A third shows new videotape of Osama bin Laden and promises film clips of American casualties in Afghanistan. As the United States and its allies hunt them in caves, mountains and jungles, al-Qaeda, Hamas and dozens of other militant Muslim groups are increasingly turning to the Internet to carry on their jihad, or holy war, against the West, U.S. law enforcement officials and experts say. It has become one of al-Qaeda's primary means of communication, they say. The groups use Web sites to plan attacks, recruit members and solicit donations with little or no chance of being caught by the FBI or other law enforcement agencies, officials say.


	
	This new cyber-battlefield is allowing al-Qaeda and other groups to stay "several steps ahead" of the U.S.-led war on terrorism, a senior U.S. law enforcement official says.

Most of the information on the Web sites is written in Arabic and encrypted, or scrambled. The encrypted data is then hidden in digital photographs, which makes it difficult, if not impossible, to find or read, officials say. The groups regularly change the addresses of their Web sites to confound officials.
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By Ahmed Jadallah, Reuters

Hamas gunmen march in Gaza last month. A Web site linked to the militant Islamic group solicits donations for weapons: from $3 for each bullet to $12,000 for a rocket-propelled grenade.
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"Under the present circumstances of the global war against terrorism, the Internet has become a vital tool and, obviously, an easy one to exploit," says terrorism analyst Reuven Paz of the International Policy Institute for Counter-Terrorism, an independent think tank based in Herzliya, Israel. It's "the most efficient way (for terrorists) to spread their message on a daily basis."

U.S. officials have little doubt that al-Qaeda and other militant groups are using the Web to set up terrorist attacks against the United States. They tell USA TODAY that Abu Zubaydah, 30, a Palestinian who was arrested in Pakistan last March and is suspected of being bin Laden's operations chief, used a Web site to plan the Sept. 11 attacks and to communicate with the terrorists who hijacked jets and flew them into the World Trade Center and Pentagon.

Earlier this year, officials say, they found nearly 2,300 encrypted messages and data files in a password-protected section of an Islamic Web site that had been downloaded onto Zubaydah's computer. The messages began in May 2000, peaked in August 2001 and stopped Sept. 9, two days before the attacks, officials say. They declined to identify the Web site.

Volume of messages doubles
Lately, al-Qaeda operatives have been sending hundreds of encrypted messages that have been hidden in files on digital photographs on the auction site eBay.com. Most of the messages have been sent from Internet cafes in Pakistan and public libraries throughout the world. An eBay spokesperson did not return phone calls.

The volume of the messages has nearly doubled in the past month, indicating to some U.S. intelligence officials that al-Qaeda is planning another attack.

Tuesday, al-Qaeda spokesman Suliman Abu Ghaith told an Arabic newspaper that the group's suicide militants were "ready and impatient" to attack U.S. targets in America and around the world.

Since Sept. 11, the FBI, CIA and National Security Agency say they have hired dozens more Arabic-speaking analysts and mathematicians to interpret and decode the information on the Web sites.

They add that there's little they can do to stop the terrorist groups from using the Web to communicate. There are no laws directly regulating the sites or preventing them from operating. Instead, officials must persuade the companies that host the sites to shut them down. But as soon as a terrorist site is taken off one Web server, it often appears on another, officials say.

In the past five weeks, al-Qaeda's Arabic Web site, alneda.com, has emerged on three different servers, in Malaysia, Texas and Michigan. The site was eventually removed from the servers after the Web hosting companies, which say they often don't screen or translate the sites, received complaints from the public and law enforcement agencies. U. S. officials are expecting the site, which began operating in January, to re-emerge soon.

"The U.S. enemy, unable to gain the upper hand over the mujahedin on the battlefield, has since Sept. 11 been trying to gag the world media," said a statement posted on alneda.com last week. "The more the United States tries to stifle freedom of expression, the more determined we will become to break the silence. America will lose the media war, too."

Hatred, hidden messages
There are dozens of suspected terrorist Web sites, many of which were started after the U.S.-led war on terrorism began last fall. Most of the Web sites are written in Arabic. All carry statements that express hatred for the United States and its allies and fatwas, or religious rulings, that call on militant Muslims to kill Americans and attack U.S. interests. USA TODAY examined many of the sites and had the information there translated from Arabic into English. Among the most prominent sites:

· Azzam.com, a site that U.S. officials believe is linked with al-Qaeda, is urging Muslims to travel to Pakistan and Afghanistan to fight "the Jewish-backed American Crusaders," or U.S. soldiers. It gives such travelers tips on how to avoid raising suspicions of employers, diplomats and police. 

"If you are working, either resign from your job and take a year off or request unpaid leave from your employer. Many large companies offer unpaid leave to their employees for periods ranging from two months to one year. That way you can fulfill your obligation (of jihad) and not have to give up your job," the site says.

U.S. officials say azzam.com contains encrypted messages in its pictures and texts — a practice known as steganography. They say the hidden messages contain instructions for al-Qaeda's next terrorist attacks. Mathematicians and other experts at the National Security Agency at Fort Meade, Md., are using supercomputers to try to break the encryption codes and thwart the attacks.

At least one known al-Qaeda operative has accessed the site, European officials say. German intelligence agencies, which broke into the site last fall, found an e-mail address for Said Bahaji, a suspected member of the al-Qaeda cell in Hamburg, Germany, that planned parts of the Sept. 11 attacks. Bahaji, who was last seen in Germany, has since disappeared.

· Almuhajiroun.com, an English-language Web site also linked to al-Qaeda, urges sympathizers to assassinate Pakistani President Pervez Musharraf. The Web site, which pictures Musharraf, refers to him as "the American puppet." It calls U.S. troops in Pakistan and Afghanistan "soldiers of Satan." 

"The punishment of those who wage war against Allah and His apostle and strive to make mischief in the land is only this: that they should be murdered or crucified or their hands and their feet should be cut off on opposite sides or they should be imprisoned," the site says in apparent reference to Musharraf.

· Qassam.net, a site U.S. officials believe is linked to the militant Muslim group Hamas, is appealing for donations to purchase AK-47 rifles, dynamite and bullets "to assist the cause of jihad and resistance until the (Israeli) occupation is eliminated and Muslim Palestine is liberated." It recommends donations of $3 per bullet, $100 per kilogram (2.2 pounds) of dynamite, $2,000 for a Kalashnikov assault rifle and $12,000 for a rocket-propelled grenade. 

Donors are asked to send an e-mail to an address on the Web site. Recently, they received a response telling them to transfer money to "Ahmed Mohammed Ali, Elbatech Bank, account no.: 38926/9/510 Arab bank — Gaza branch — Palestine." The account name and number appear to change every 48 to 72 hours. "Dear Donor: Please tell us the field in which you prefer your money to be spent on such as: martyrdom attacks; buying weapons for the mujahadeen; training the youth; or inventing and developing missiles, mortars (and) explosives," the e-mail said.

U.S. officials say they are monitoring the site, which is hosted by an American company, to see who is using it to donate to Hamas. They say they intend to prosecute those Americans who contribute.

Until the site was taken down, alneda.com carried a warning from Abu Ghaith saying the United States should "fasten its seat belt" and prepare for more terrorist attacks. The site, which featured the words "No pride without jihad," also contained encrypted information that directed al-Qaeda members to a more secure site where instructions for attacks were given, U.S. officials say.

Other Internet sites, including jihadunspun.net, offer a 36-minute video of bin Laden, with four minutes of previously unaired footage; pictures of President Bush with his head in the sights of a gun; and other propaganda.

Not all the Islamic Web sites are calling for a jihad against the United States. The alsaha.com site has hosted chat rooms where members criticize bin Laden and al-Qaeda for their misuse of Islam. "(Bin Laden) is a disgrace to our religion and has made a mockery of everything we believe," said one comment posted on alsaha.com. "He is not an Islamist; he is a terrorist who deserves to be killed. God bless and protect America!"

Easy to set up
It's easy for terrorists to set up a Web site, officials and experts say.

In the case of alneda.com, al-Qaeda members used a made-up name, "The Center for Islamic Studies and Research," a bogus street address in Venezuela and a free Hotmail e-mail account to contact a Web hosting company in Malaysia called Emerge Systems, U.S. intelligence officials say. The group then wired $87 to a Malaysian bank to pay for the cost of the Web site for a year.

"Internet communications have become the main communications system among al-Qaeda around the world because it's safer, easier and more anonymous if they take the right precautions, and I think they're doing that," former CIA counterterrorism chief Vince Cannistraro says.

But al-Qaeda operatives now are urging their members to use caution. Just before alneda.com was pulled off its server, it warned its members that the site was probably being monitored by the FBI, CIA and Customs Service. It promised to e-mail members the new address of the Web site once it was in operation. It also told them they could find the address in chat rooms on other terror sites, such as Hamas' qassam.net.

"We strongly urge Muslim Internet professionals to spread and disseminate news and information about the jihad through e-mail lists, discussion groups and their own Web sites," says a statement on azzam.com. "The more Web sites, the better it is for us. We must make the Internet our tool."
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Mundo

Especialista vê a marca da Al Qaeda nos ataques no Quênia e diz que inteligência israelense deve se engajar na guerra ao terror

"Ação pode ser início de onda contra Israel" 

MARCELO STAROBINAS

DA REDAÇÃO 

Os ataques de ontem no Quênia carregam a marca da Al Qaeda e podem significar o início de uma onda de ataques da organização de Bin Laden contra Israel. É o que diz o israelense Reuven Paz, diretor do Projeto para a Pesquisa de Movimentos Extremistas Islâmicos e membro do Instituto Internacional de Política de Contraterrorismo de Herzliya, ambos em Israel. Ex-diretor de pesquisa do Serviço Geral de Segurança de Israel, Paz monitora os web sites de grupos ligados à Al Qaeda. Leia trechos da entrevista que ele concedeu à Folha.

Folha - O atentado no Quênia traz a marca da Al Qaeda?
Reuven Paz - Parece ter sido obra da Al Qaeda ou de algum dos grupos filiados a ela. A Al Qaeda já tem infra-estrutura na região, o que possibilitou o ataque contra as embaixadas dos EUA em 1998. A coordenação de ataques simultâneos indica que a ação tenha sido de algum grupo ligado à Al Qaeda, ou mesmo operação diretamente ordenada por Bin Laden.

Folha - Há envolvimento de palestinos do Hamas ou do Jihad?
Paz - Não. O Hamas sempre diz que não lançará ataques contra Israel fora das fronteiras da Palestina. Não vejo sinal de mudança nessa política. O Jihad Islâmico palestino segue a linha do Jihad egípcio, filiado à Al Qaeda. É cedo para dizer, mas pode ter sido ação de alguma célula do Jihad palestino ligada ao movimento do Egito.

Folha - Israel irá se engajar mais na guerra global ao terrorismo?
Paz - Israel terá de levar em conta a possibilidade de esse ataque ter sido o início de uma onda de atentados a alvos israelenses. Não vejo o que Israel possa fazer na guerra ao terror além de cooperar no campo da inteligência. Não pode atacar na Indonésia, na Tchetchênia e em outros lugares onde essas pessoas se encontram. Podemos aumentar a segurança de embaixadas e de nossas autoridades. Talvez tenhamos de pensar em proteger os turistas.

Folha - Quais devem ser as primeiras medidas do premiê Sharon em retaliação a esses ataques?
Paz - Acho que ele estará mais ocupado em responder ao ataque de Beit Shean [ação palestina contra uma estação de votação do Likud, ontem, no norte de Israel]. Pode destruir mais dois muros do QG de Iasser Arafat em Ramallah, matar mais militantes. Na verdade, porém, a solução é política. Não vejo o que mais Israel poderia fazer além de obter melhores informações e inteligência para evitar novos ataques.

Folha - O presidente George W. Bush diz que os EUA avançaram na guerra ao terror. A ação de hoje prova que está errado?
Paz - Não vi esses avanços. A maioria dos presos suspeitos de serem da Al Qaeda tiveram papel pequeno no grupo. Não creio que tenham dado informação de qualidade. Não há progressos na área de inteligência. Leio os sites dos seguidores da Al Qaeda e vejo apoio crescente ao grupo.

Folha - A partir da leitura desses sites, era possível prever que novos ataques ocorressem na África?
Paz - Não. Mas daria para concluir que haveria um ataque hoje [ontem]. Isso porque, em alguns sites, falavam em "quinta-feira", que era o feriado de Dia de Ação de Graças nos EUA. O FBI divulgou alertas porque achava que pudesse haver atentado nos EUA.

Folha - O uso de mísseis dificulta a proteção aos aviões?
Paz - Sim. É muito perigoso. Hoje, atacaram um avião israelense. Amanhã pode ser uma ação de muçulmanos da Caxemira contra um avião indiano ou de tchetchenos contra um avião russo. O problema do terrorismo é que é como uma praga. Pessoas de outros grupos imitam os atentados.
Neste caso, erraram o alvo. Não sei se foi por engano -há aviões civis de Israel com dispositivos que fazem os mísseis desviar. É um equipamento militar, muito caro. Não vejo como companhias aéreas européias poderiam instalar isso em suas aeronaves.

Folha - Qual era o objetivo do grupo que atacou no Quênia?
Paz - Querem amedrontar o mundo, mostrar que são capazes de fazer o que quiserem em qualquer parte. Agem não só para a audiência ocidental, mas para se exibir aos simpatizantes. Isso dá muito orgulho aos seus seguidores e ajuda a expandir o número dos que estão dispostos a se juntar a eles.
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	The Rediff Interview/Dr Reuven Paz 
December 2001
A well-known counter-terrorism expert from Israel, Dr Reuven Paz is director of the International Policy Institute for Counter Terrorism in Herzliya. With years of research into the Israeli-Arab conflict behind him, he tells Ramesh Menon that a frightening scenario of terrorism is taking shape in the West. Excerpts: 

Where is the future of terrorism going to be? 

The future of global terrorism is going to be in the West. Generally speaking, the Arab world succeeded in most cases in countering terrorism within their countries and pushed their terrorist organisations outside the Middle East -- to Bosnia, Albania, Kosovo, Chechnya and wherever there was a conflict between Muslims and Christians or a conflict of a national nature, and from there to Afghanistan as a base. 

Following the attacks on the United States and also the fact that the Americans are determined, I do not know what the future of the attacks will be on Afghanistan. However, if the Americans succeed in making the Taliban fall all over Afghanistan, Osama bin Laden groups will have to leave Afghanistan. They will have to find refuge elsewhere. But what is more important is that the terrorist infrastructure is very deeply rooted among the Muslim community in the West. 

How did they build an infrastructure of this kind? 

This infrastructure was built using sophisticated methods, most of which were legal. All kinds of institutes, legal charity funds, through which money was laundered. They were using Western freedom and Western liberalism to get support for their activities. Western countries until now were not fully aware of the extent of these activities. If you look at the number of people arrested in the United States and all over Europe, you will find there were more than 800 arrested. It shows how widespread this infrastructure was. 

How does it operate? 

I visited London twice in the last year to witness from close quarters how this activity was organised. I visited mosques, bookstores and Islamic institutions. I then realised how widespread it was. Using a huge infrastructure of social, cultural and recreational activities, they were in certain places using it as a front to get both financial support to aid terrorist activities and also draw in volunteers to carry on their work. I found that the British authorities were not even fully aware of what was going on. 

You were saying that there is a brotherhood forming for a global jihad... 

This is the way 'global jihad' is being organised on the basis of ideology. I call it a brotherhood of people from different nationalities and cultures who were suffering from social illness of being immigrants. They suffered from alienation, unemployment and hatred of foreigners. Some of the terrorist groups could easily recruit people to fight with them or support their activity against the West. 

So you are saying that the future of terrorism is going to be in the West now... 

I am afraid so. I am afraid [of] that as there is another element that is developing -- that Western countries are promoting anti-Islamic feelings. This might widen the gap between Islamic immigrants in the West and Islamic societies. This might add to the present motivation to support Islamic groups. There might be an added notion that there is a global war against Islam and Muslims. This might create a sense of opposition to Western culture. A part of it could be translated into terrorism against the West. 

Like? 

For example, the attack on Afghanistan is viewed in many parts of the Muslim world as unjust as they see it as an attack against innocent civilians. Many supporters of these groups choose to see injustice in the American attack, but ignore the Taliban behaviour in regard to their own people. 

The future of terrorism might be against the West and in the West. It might also be with a greater intensity. 

This is a frightening scenario... 

Yes, it is a frightening scenario. I was wondering how many people in Afghanistan could have been fed with the money spent on one missile. Americans should instead invest in the Afghan economy and improve their economic conditions to solve terrorism. 

The problem of immigrants within the United States should be seen differently. America has done little to improve the situation of the immigrants. There might be Hispanic and Mexican groups who from their despair will start to use violence against the United States or Americans. 

Often, the roots of terrorism lie in the despair of people who are not necessarily poor. Educated people who are not poor see themselves as a social elite who can fight against the West in order to throw light on the problems of their community. 

Osama bin Laden was not poor... 

Not at all. All those 19 hijackers that carried out the operation were not poor. After they became pilots, they could have earned a lot of money. They preferred to give it up for a mission. The Western mind cannot analyse this. It was a mission, which was a combination of social and religious elements that lead a few people to take to violence. They feel as pioneers to lead the weaker parts of society that cannot take such measures. 

Will religious fundamentalism be a major force behind terrorism of the future? 

You cannot know for sure. I have no proof. But there is a danger that such operations could affect secular groups to imitate them and start carrying out terrorism of a similar kind. 

There could be other motivations too. 

Yes. For example, last year there was a movement against the globalisation of the economy. There were riots and violent demonstrations in Seattle, Washington, Milan, Prague and other places. Following the success of terrorism on a religious basis, others who have social motives could also get in. 

Which way is the Arab-Israeli conflict heading? 

Who knows? It is very complicated. The solution to this conflict is very long. The architects of the Oslo Accord made one mistake: they thought that in five years such a conflict could be solved. 

The solution will come from future generations that will start to look at the advantages of peace instead of the advantages of fighting each other. The solution will come when moderate elements from both sides will become effective. Moderate elements will think like businessmen who will look at the economic advantages of cooperation in the Middle East rather than the advantages of fighting. This is a very long-drawn issue and a solution is still far away. 

Palestinians are obsessed with their identity. But so is Israel... 

Israeli society developed after the establishment of the Israeli State, which had come out of the Holocaust. The Holocaust is a major thing that affects the Israeli way of thinking. All over the world there is only one Jewish State. That is why the Israeli identity is so important. But the Arabs have 22 states. Many Israelis feel that Palestinians should go and live in these states and cannot understand the Palestinian wish for self-determination and identity. 

We can never meet unless there is a change in our attitudes. Both Palestinians and Israelis see a conspiracy in what the other does. We have to try and understand each other. In Israel, you can find so many who can speak Arabic, but in the Arab world you will hardly find anyone who can speak Hebrew. 

Israel signed an agreement with Egypt and Jordan, but actually we signed an agreement with the Egyptian president and the Jordanian king and not with the people of Egypt and Jordan. Even if we sign an agreement with Arafat, it does not mean that the people of Palestine are behind it. 

It is going to take long for peace to happen. 

What is going to be the shape of Indo-Israeli ties as far as counter-terrorism goes? 

There is a start of good cooperation in the field of counter-terrorism between India and Israel. There is some fear in Israel because of how the nuclear capability of Pakistan could be given to some Arab countries. This fear is real. So both India and Israel view many things globally today. 

How relevant is India in Israel's scheme of things? 

When I grew up in the fifties and sixties, we knew nothing of India. We read books about the history of India. We grew up admiring Gandhi. But during the time of Jawaharlal Nehru and Indira Gandhi, the relations between India and Israel were not good. India did its best to get closer to the Arab world. India was far away from most Israelis. 

But in the last five to ten years a lot has changed. Israelis are now visiting India. I wish Indians would come and visit Israel. Maybe, Israel should offer scholarships to Indian students. 

In the past two or three years there [has been] a lot of improvement in Indo-Israeli ties in various fields. One-fourth of Israeli youngsters are now visiting India for several months to travel and study. They carry a lot of impressions of the Indian way of life and have helped create a better understanding of the Indian problems. It will lead to better cooperation. 
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"Scharon muss ohne Ultimatum verhandeln - trotz der Bomben" 

 


Islam-Experte Reuven Paz über den neuen Krieg 

Tel Aviv - Nach der neuen Gewaltwelle im Nahen Osten mit täglichen Selbstmordanschlägen militanter Palästinenser und Israels Bombardierung der Autonomiegebiete, ist eine Rückkehr an den Verhandlungstisch wieder in weite Ferne gerückt. Über seine Einschätzung der hochexplosiven Lage sprach Norbert Jessen mit Reuven Paz, Experte für islamistische Bewegungen am Institut zur Erforschung des Kampfes gegen Terror in Herzlia. 

DIE WELT: Macht Jassir Arafat auf extremistische Gruppen in den Palästinensergebieten Druck?
Reuven Paz: Bislang waren kaum militärische Kämpfer unter den festgenommenen Aktivisten. Von einer breiten Offensive ist nicht die Rede. Arafats Herrschaft ist keine Diktatur wie in Irak oder sogar Ägypten. Es herrscht eine gewisse Meinungsfreiheit, und die öffentliche Meinung beeinflusst Arafat. Zurzeit steht sie verstärkt hinter der Hamas-Bewegung, befürwortet Bombenangriffe und lehnt einen Kompromiss mit Israel ab. Arafat zaudert.

DIE WELT: Also gehen weiter Bomben in Israel hoch, wie noch am Mittwochmorgen?
Paz: Diesen Terroristen entsandte der Islamische Dschihad, der weniger Breitenwirkung in der palästinensischen Gesellschaft hat. Dagegen ist bei der Hamas ein "Abducken" zu erwarten, wie 1996 nach einer ähnlichen Terrorwelle. Wie lange wird allerdings von zukünftigen Entwicklungen abhängen: Werden durch die israelischen Militäraktionen Zivilisten verletzt, wird sich Hamas nur für kurze Zeit zurückhalten. Beschränkt sich die Armee auf Schläge gegen Arafats Hinterhof, kann die palästinensische Öffentlichkeit sogar ein Einlenken Arafats eher akzeptieren.

DIE WELT: Dazu kommt noch internationaler Druck auf ihn. Wie schätzen Sie den ein?
Paz: US-Präsident George Bush persönlich hat die Einfrierung von Konten der Hamas angekündigt. Ein wichtiges Signal. Die Solidarität mit Israel kann durch weiteren Terror in Israel noch verstärkt werden. Ziehen sich Israels Angriffe jedoch in die Länge, treffen sie Zivilisten, ist eine Wende vor allem in der EU zu erwarten. Gut für Israel ist die Erkenntnis, dass Bin Ladens Infrastrukturen verstärkt im Westen zu finden sind. Und dass der Terror arabisch dominiert ist. Auch in Hamburg und Frankfurt waren es nicht Türken oder Pakistaner, die an den Vorbereitungen zum 11. September beteiligt waren. 

DIE WELT: Halten Sie Arafat für austauschbar?
Paz: Ich bin nicht der Meinung, dass die Hamas die einzige Alternative zu Arafat darstellt. In dessen Umgebung sind Kräfte auszumachen, die sich gegen ihn wenden können, wenn auch noch im Untergrund. Sollte es zu seinem Abgang kommen, wird mit anarchischen Erbkämpfen zu rechnen sein. Am Ende dürfte eine Koalition mit Kräften aus der Verwaltung und dem Sicherheitsapparat stehen. Doch glaube ich nicht an ein baldiges Verschwinden Arafats. 

DIE WELT: Wie kann er sich trotz des neuen Drucks an der Spitze halten?
Paz: Mit seiner Überlebenskunst, dem Manövrieren zwischen den treibenden Kräften. Da ist zunächst die Hamas, die ja an der Staatlichkeit Palästinas gar kein echtes Interesse hat. Von dort aus wird es eher zu Bemühungen kommen, Arafat und seinen Apparat zu islamisieren, also ideologisch und politisch zu beeinflussen. Aber auch die Gegenkräfte treiben: Arafat will zu seinem Glück gezwungen sein.

DIE WELT: Wie sieht dieses Glück aus?
Paz: Ein ständiges Hin und Her aus Schlägen und Schwächung mit immer wieder folgender Rückkehr an den Verhandlungstisch. Wobei der Druck, der schwächt, nicht durch Zerstörung seiner Hubschrauber erreicht wird. Die Sperren, mit weit gehender Einschränkung der Bewegungsfreiheit, das macht Druck. Auch die Hälfte der Bevölkerung, die arbeitslos ist.

DIE WELT: Israel muss also nur immer weiter schießen?
Paz: Die Lösung gestaltet sich schwieriger: Es muss ohne Ultimatum verhandelt werden - auch wenn weiter Bomben explodieren. Scharons Beharren auf sieben Tage Feuerpause ist illusorisch.

DIE WELT: Also doch: Will er die Zerstörung Arafats, nur ohne offizielle Ankündigung?
Paz: Das mag dahinter stehen. Ich bin kein Scharon-Experte. Aber die Standhaftigkeit der Palästinenser beeindruckt. Sie stehen vereint. Trotz der harten Verhältnisse. Auch die israelische Öffentlichkeit hält durch. Wobei der Terror der Palästinenser sich bislang in erster Linie gegen Siedlungen und Siedler in den Palästinensergebieten richtete. Trotz Terror und auch trotz der Folgen für die Wirtschaft hält sie Stand. Ariel Scharon hat aber schon gezeigt, dass er nicht so beständig ist. Er könnte auch überraschen.

	Islam takes to the web after Sept. 11

By Edmund Blair
Reuters
	 

	 
	 Jordan Times, 11/7/02

	CAIRO — When Thomas from the United States wanted to know what the Muslim world had to say one year after the Sept. 11 attacks, he turned to IslamOnline.net. 

His request was courteous, unlike some angry questions sent in the past year to the website which offers online Islamic fatwas — or religious edicts — as well as news and advice to Muslims and others interested in the Islamic world.

But regardless of the questioner's sympathies, IslamOnline aims to offer authoritative statements from scholars on Islam, reflecting differing views from various schools of thought.

“Today we have broken relations, broken hearts, broken trusts and broken homes, broken buildings and towns.... The last Sept. 11 has made us all more sensitive to this brokenness in all of us,” Muzammil Siddiqi, a US-based scholar, wrote to Thomas, who described himself only as a non-Muslim from America.

IslamOnline was set up two years before Muslim hijackers slammed planes into the World Trade Centre in New York and the Pentagon in Washington, but the attacks raised its profile as hits on the site almost tripled to about 2.8 million a day.

In the aftermath of Sept. 11, more and more people have turned to the web for news and views from the Islamic world.

The Internet has not only been a tool for the kind of moderate and broad-minded approach of IslamOnline, which has its editorial offices in a quiet residential area of bustling Cairo and headquarters in the Gulf Arab state of Qatar.

Radical voices, some with apparent links to suspected Sept. 11 mastermind Osama Ben Laden and his Al Qaeda network, have also turned to the Net to vent their opinions. Some analysts say they may be using the Internet to contact allies and win new followers as the war on terror continues.

As militants lost their territorial base in Afghanistan and were squeezed out of mosques by wary Arab governments, many seem to have turned to the virtual world to pursue what some describe as an “electronic jihad”, or holy war.

The extent of the influence of such sites is difficult to gauge, analysts say. But some point to a precedent that might worry regional governments. Ayatollah Khomeini used the modern technology of his day, audiocassettes, to send fiery sermons from abroad and help foment Iran's 1979 Islamic revolution.

Virtual challenge
“There is what we might call today a virtual Al Qaeda,” said Reuven Paz, an Israeli who specialises in Islamist movements and keeps a close eye on radical Islamic and other websites.

After last year's devastating US military campaign against Afghanistan, Ben Laden and his associates seem to have been pushed off the television screens. But their alleged messages still appear sporadically on the net through websites such as www.alneda.com or www.jehad.net, although many such sites have been blocked.

IslamOnline itself issued a report in August saying it had obtained a letter written by Ben Laden, but says the story was a straightforward journalist's “scoop” and not because of any links to Al Qaeda.

“It is easy for youngsters now to feel that they take part in the `jihad' sitting at home, without the need to go to volunteer and to go to Afghanistan, or Bosnia, or Palestine or other places,” said Paz.

Such surfers may not be about to take up the armed struggle right away, but Paz said some might imbibe ideas that could express themselves in the long-term.

Others are more sceptical about the influence of such sites. Radical groups may not be winning more recruits through their violent language or actions because so far their campaign has only unleashed more woes for Muslims, some say.

But the catchment area is growing fast as countries across the Middle East and Muslim world, many with youthful populations, open up to the world wide web.

Analysts said the Internet, which has proved so hard for governments to censor, is an ideal channel for those with a radical Muslim agenda — many in exile — to spread their views when they have no voice on television, radio or newspapers back home.

Diaa Rashwan, an Egyptian academic working on a book about Islam on the web, says Islamists in Egypt no longer control mosques that used to be a key place to spread their ideas.

“For them now, it is not a problem at all to fight through the Internet,” he said.

He said Islamic radicals had been swifter than other political activists in the region to take advantage of modern technology, perhaps because so many appeared to have been drawn from the ranks of scientists and engineers with technical minds.

One example is Ayman Al Zawahri, Ben Laden's right-hand man, who was a surgeon before founding Egypt's Jihad group and then joining Saudi-born Ben Laden in Afghanistan.

Zawahri was even issued an invitation via the Internet to attend a Cairo seminar by telephone or e-mail in September. But he failed to make a cyber-appearance.

Paradoxically, the anti-Western programme of extremists like Zawahri has not prevented them from turning to an electronic network with origins largely associated with universities and defence projects in their number one enemy, the United States.

“For them, I don't think they recognise that this technology is a Western one.... They distinguish between the material development of the West and the moral and ethical development of the West,” said Rashwan, who is an analyst at Cairo's Al Ahram Centre for Strategic and Political Studies.

Beyond the censor
As well as avoiding the censors, cyberspace may have played an important role to galvanise scattered elements who support a network like Al Qaeda, however informal its structure.

Whether or not the web has been used to issue orders from Qaeda leaders is unclear, but analysts said alleged messages from the group — like the one issued on alneda.com in June purportedly from Al Qaeda spokesman Sulaiman Abu Ghaith — could offer encouragement to disparate cells.

Also open for debate is how to counter the influence of such views on the web.

Some analysts say simply blocking the websites would not address the root causes that drive people to support such groups, including frustrations with society at home.

But sites like IslamOnline may already be playing a role, if unintentionally, by providing a site that allows Muslims and non-Muslims, religiously conservative or avowedly secular surfers, to debate the issues.

“You cannot fight radicalism and you should not worry about how many people listen to that radical message. All you can do is widen the scope of the mainstream so that radicalism would not become the mainstream,” said Heba Raouf, an Egyptian political scientist and a member of the group, which founded IslamOnline.

“What we are trying to do is make a platform and bring people together, and ask people to think more,” she said.
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